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Abstract

We describea schemefor �nding clustersin a network by observingvia a smallsetof entry
nodeshow messages,andversionsof messages,spread.The techniqueinvolves linearalgebra
andreliesonanovel modelof theeffect of informationpropagation.

1 Intr oduction

Supposethat inferencesaredesiredregardingthe organizationof somecommunicationsnetwork,
but thatthenetwork topologyis unknown andinformationis obtainableonly by observingwhichof
some�x edsetof accessiblenodesreceivesamessage.

Over thecourseof observingmany messages,possiblyinstigatedby theinformation-seeker, one
mightexpectto �nd thatsomeof thenodesbehaveasif they werecloselyconnectedin thenetwork.
Identifying clustersof nodesmayenabletheseeker to infer connections,to predictthebehavior of
futuremessages,and/orto disseminatefutureinformationef�ciently .

As ourprimeexamplewetake thenetwork to betheInternet(or somepartof it), with communi-
cationby electronicmail. Heretiming information(asconsidered,for example,in [7, 15]) is of little
usebecausethetimebetweenreceptionandpassingonof amessageis highly variable,dependingas
it doesonuserhabitsandtimeof day. Whenanewsitem,rumoror jokespreadsin theInternet,how-
ever, thereis muchpotentialinformationto begleanedby observingwhichof somesetof accessible
nodeshavebeenreached.

In theInternetandmany othercommunicationsnetworks,theseekerhas(throughhisaccessible
nodes,or “agents”) the opportunityto subtly alter messages,forwarding a different version,for
example,to eachof an agent's contactees.In email, suchalterationscantake the form of minor
changesin text or heading.Whenmessagesarrivalsarelaterdetectedby otheragents,their versions
evidentlyprovideadditionalinformationto theseeker;hencewhatevermeanssheusesto surveil the
network shouldbeableto takeadvantageof suchinformation.As weshallsee,thekeepingtrackof
versionscanmeasurablyimproveourdiagnostics.

Therehave beennumerousstudiesof actualcommunicationsnetworksbasedon traf�c analysis
of all messagespassedin agiventimeperiod,e.g.numbersof messagespassedfrom
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adjacentpair �

���

��� of nodesin a network; seee.g. [1, 2, 14]. Usuallyeitherthe topologyis known
or it is ignored,treatingthenetwork ascomplete;in many casesmuchis known abouttheusers,for
exampletheir level in acompany or role in a highschool.Thustheremaybenaturalclusterswhose
sociologicalsigni�cancecanbetested.

Herewe do not assumeaccessto all nodesor all messages,nor to any a priori knowledgeabout
individual nodes;our goalsarecorrespondinglymoremodest.We simply wish to make somerea-
sonablestatisticalinferencesaboutthebehavior of thenodeswecanaccess.

Moreover, we anticipatethat informationwill begatheredandanalyzedin real time, while pat-
ternsare(slowly) changing.Thereforeit is of importanceto usthatusefulinformationberetained
in someef�cient datastructure,enablingcontinualupdates.

We will arguebelow that it is unreasonableto expectto reconstructthe topologyof a network
whenwe only have dataaboutwhich messagesarereceived by which agent. However, it may be
possibleto deducetheexistenceof “clusters,” thatis, groupsof agentswhoarein closecontactwith
oneanother.

Our ultimategoal is anautomatedsystemwhich maintainsa datastructure,updatingit asinfor-
mationaboutthespreadof particularmessagesis received. Thesystemshouldbeableat any time
bothto suggestandtesthypothesesfor clustersamongagents.

Wedonot,of course,constructsuchasystemin detailin thispaper, nordowetestaprototypeon
realdata.Wedo,however, suggestamathematicalmodelfor thenetwork andseveralapproachesfor
extractingtheparametersof this model,onebasedon very recentresearchinvolving semi-de�nite
programming.Theapproachesaredescribedandtestedon toy constructions.

2 Agentsand Instances

Wewill assumethroughoutthatthereis a �x edset � of � agentswhichparticipateasnodesin some
communicationsnetwork; it is possiblethat � consistsof all nodesin thenetwork, but in generalwe
imaginethatthey area relatively smallsubset.

Whenmessage� is introducedinto thenetwork, eitherby anagentor by someothernode,we
will havetheopportunityto observewhichagentsreceivethemessage.Theresultis arandomvector
X �
	 X �

���
�
���

X �����������

�

���

� whereX ���
� if agent� got (or originally sent) � , and-1 otherwise.
(Later, it will sometimesbeconvenientto use ���

�

��� -valuedvectorsinstead,where“1” meansthata
message,or particularversionof amessage,hasbeenreceivedby aparticularagent.)

The vector X constitutesone instance, which we associatewith a time  . For most of what
follows we will assumethat � instancesX ���!�

���
�
�"�$#

�%�&� have beenobserved,resultingin a binary
incidencematrix '(�)�+*-,.�/� with *-,.�0� X �$�

�

� . It is from this matrix thatwe wish to infer network
structure.

3 DeFinetti' sTheorem

In our modeling,we rely on the following corollary (or reformulation)of deFinetti's Theorem[9]
on in�nite sequencesof exchangeablerandomvariables.A sequenceof randomvariablesis saidto
beexchangeableif its joint distribution is invariantunderany �nite permutationof its indices.

Assumethata �nite set 1 , with 2 132
�4 is �x ed.
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Theorem3.1. Let � X �

�

�

X �

�

���
�
�

�

�

� X
�

�

�

X
�

�

���
�
�

�

���
�
���

� X
�

�

�

X
�

�

���
�
�

� be  sequencesof exchangeableran-
domvariableswith valuesin

�

����� . Thenthere existsa randomvariable � on the(Polish) space
�

of probability measureson
�
	

such that conditionedon � , X � �(� X �

�

�

X �

�

���
�
�

� are i.i.d. random
variablesdrawnfroma distribution � � 


, andtheX
�
's, for � � 1 , are independent.

Remark

Onecanextendthis theoremto �nite but large populations(see,e.g.,[3, 10]), insofar oneis con-
cernedwith correlationfunctionsof smallorder. Speci�cally, themarginaldistributionsof outcomes
for any tuple of usersconverge, as the populationsizesgo to in�nity , to a mixture of Bernoulli
samples.

In our situation,the set � of agentsis split into groups� �

���
�
���

��� , andwithin eachgroup,the
agentsareindistinguishablefor anoutsideobserver (trying to infer thenetwork structure).Hence,it
is naturalto representeachuserin group �

�

by a randomvariable(no matterwhich, by de�nition)
from theexchangeablesequence�

#

�

�

�$#

�

�

���
�
�

� . Wewill denotethegroupto which theuser� belongs
by �

���

���

.

Examples

� Billboards: Here,thegroupsof usersareidenti�ed by the informationtheusershave access
to; giventhisaccess,whetheror nota usergetsthemessageis independentof therest.This is
exactlyamixtureof Bernoulli distributions.

� Communities:Here,theeaseof communicationbetweenusersdependsonly onthecommunity
to which theuserbelongs.This canbemodeledasbondpercolation(see,e.g.,[13]). In other
words,oneassumesthatthereis somespeci�c, thoughunknown, topologyandeachedgewill
operatewith someindependentprobability to addoneof its endsto the setof nodeswhich
have“gottentheword.”

Moregenerally, thebondpercolationmodelcanbede�ned usingtheprobabilitymatrix

�

�������

�

� �

�

�

�

� 1��

auserin � � sendsanews to a userin �

� with thisprobability.

4 The Percolation Model

It is evident that whetheragent � gets the
�

-th messagedependson many factors,including the
intrinsic“power” of themessageto induceforwarding,thedegreetowhich � is centralin thenetwork,
andthedegreeto which themessagepenetratedtheclusteror clustersto which � belongs;plus,of
course,sheerrandomluck. In particular, X � andX � maybehighly (positively) correlatedfor some
pairs � �

� �

� of agents,andsomemechanismfor producingthis correlationmustbe includedin our
model.

Onedif�culty with themodelis thatit is highly unrealisticto assumethatall messageshave the
samelikelihoodof beingpropagated;surely, somemessageswill havegreaterinterestthanothers.

A moreseriousdif�culty is that even without varying messagestrengths,thereis simply not
enoughinformationavailablefrom thematrix ' to recovernetwork topology.
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Consider, for example,thetwo networkspicturedin Figure1,eachinvolving 3 agents.In the“ � ”
network, eachedgetransmitsindependentlywith probability � ; in the“Y” network, with probability

� .
Supposewe take � to be the root of the polynomial ���

���

���

� between0 and1 — about
0.34729636— and �

�)� �

� . Begin messagesat (say)agent1 of eachnetwork. In the � network,
theprobabilitythatagent2 receivesthemessageis

���

��� �

�

�

�

�

�

��� �

�

�

�

�

�

��� �

�

� �	�

�

� �!���
��� �

�

�

�

�

�

�

which is preciselytheprobability thatagent2 getsthemessagein theY network. Theprobability
thatbothagents2 and3 getthemessagein the � network is

�

�

�

�

�

�

��� �

�

� � �

�

�

�

�

�

�

�

�

�

� �

�

�

�

�

�

�

� �	�

�

�4�!���
��� �

�

�

�

�

�

�

which, again,matchestheresultin theY network. In view of theseequalitiesandtheir symmetric
analogues,it is clearthat the two topologiescannotbedistinguishedby observingmessageproba-
bilities.

q q

q
pp

p

Figure1: Two network topologiesindistinguishablein thepercolationmodel

In general,thenumberof degreesof freedomfor atopologywith edge-capacitiesis 
��

��
 , where�

is thetotal numberof nodes,while a probabilityfor eachpossiblevalueof X givesus �

� degreesof
freedom;soevenabsurdlyaccuratemeasurementsof messageprobabilities,requiringexponentially
many observations,cannothopeto recover thenetwork topologywhen ����� �

�

� log�

� . In other
words,thereis nohopeof recoveringtheparametersof thepercolationmodelunlessnearlyall of the
nodesof thenetwork areagents,andprobablynoteventhen.

5 The “T ypes” Model

We haveseenthatit is unreasonableto expectto beableto reconstructanetwork from anincidence
matrixof messages.However, thepercolationmodeldoessuggestsomebehavior whichis con�rmed
by experienceandcanperhapsbeduplicatedin asimplermodel.Everyonehasobserveda tendency
within awebcommunityfor messageseitherto reachonly avery limited audience,or to spreadlike
a wild�re to almostevery memberof the community. This canbe attributedto a manifestationof
phasetransitionin the bondpercolationmodel,wherethereis a rathersharpprobability threshold
separatingthetwo behaviors.

A messagewhich spreadsrapidly in a given community(in particular, amonga given set �

of agents)will be saidto “percolate.” We will representthis phenomenonby a randomvariableZ
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associatedwith messagestrength.Theideais thatthereceptionof amessageby anagentwill depend
on Z andcertaincharacteristicsof the agent;thoseagentswho reactin a particularway to Z will
constitutea type � andwill exhibit apositivecorrelationwhencomparedwith oneanother.

If we canidentify thesecorrelations,we canin theoryassignthe agentsto a small numberof
“types” �

���
�
���

 . The set of agentsof type � will be denoted�

�

, so that � �

���
�
���

�

� constitutea
partition of � . We will infer that typeswhosemembersexhibit highestpositive correlationare
tightly connectedin thenetwork; othertypesmayconstitutelooserclustersor simply all agentsnot
in acluster. Wedesignateby � � � � thetypeof agent� , sothatby de�nition � � �

� �

���
. Thenumber of

typesis alwaysassumedto besmall.
Let Z �

�

� be the instanceof Z associatedwith message
�

. We assumethat given the valueof
Z �

�

� , every agentbehavesindependentlywith regardto whetheror not it receivesmessage
�

; thus,
all correlationis a resultof not �xing thevalueof Z �

�

� .
We de�ne a pro�le � to bea functionfrom Z to theunit interval [0,1]; theideais thateachtype

�

�

of agenthasanassociatedpro�le �

�

, and �

���

�

� is theprobabilitythata givenagentin �

�

receives
message

�

, giventhatZ �

�

����� .
Theimportanceof distinguishingtwo typesrestsontheobservationthattypescanbesubdivided

recursively if thequantityof messagedatawarrants.Thusour experiments,aswell assomeof our
theory, will becenteredon thetwo-typecase.

6 First Order Corr elations: The FrequencyVector

The�rst ideain approachingtheproblemof separatingthegroupsof agentsis to do it basedon the
frequencieswith which the usersreceive the information. Thesefrequencies,by virtue of Law of
LargeNumbers,shouldconverge,asthenumberof trials increases,to somelimits, andthedeviations
of the experimentalvaluesfrom theselimits can be estimatedusing the CentralLimit Theorem.
Hence,onecandistinguishthe groupsof agentsby observingto which of the different limits the
frequenciesof theobservationsconvergefor a particularagent.

This approachhasan obvious drawback: if the limits of the frequenciesareclose, thereis no
way to distinguishbetweenthem.This drawbackis characteristicof any methodrelying on the�rst
ordercharacteristicsnot involving the mutual interdependenceof observationsby differentusers.
To overcomethis, it is necessaryto rely on higherordercorrelationfunctions. The simplestsuch
mechanismturns out to be quite ef�cient, and is given by spectralmethods,which we describe
below.

7 The Corr elation Matrix

Our attemptat recovering the typesof agentswill reston the pairwisecorrelationsof the agents
(and/orthe messages).Let us assumethe conditionsof Section3, in particularthe heuristicas-
sumptionthat the 2-correlationsbetweendifferentusersbehave like thoseof Bernoulli mixtures.
Speci�cally, we canpostulatethat for for

#

�

�$#

� , theinnerproduct
#

���

#

� representsthedegreeof
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proximity betweenthesetwo observations1. Now, givenaseriesof “measurements”

X ���!�

�

X � � �

���
�
���

X �%�&�

�

whereX �
� X
�

�

�

�

	 , onecanform thecorrelationmatrix

�

�
�

�

,.���

� �

,.�3�

�

�

�

�

X ,��  � � X � �  �

�

Also, de�ne �

�
�

�

,.� �

�

�

,.� ���

�

,.�

�

De�ne �

�

� � � ��� � X �

�

2 ���

to betheexpectedvalueof
#

� �
conditionedon � .

Then,onehas �

� � �

�

� � � � �

�

� �

�

� � � ���




�

���

� �

� ��� �

�

� �

� �

� ���

if �
	 �

�

and �

� � �

�

� � � ��� � � ���




� ��2 X ,�2

�

2 � �

�

Example

Assumethat X � � or � , dependingon whetheror not a messageis seen. In this case,
�

� � ��� �

P � X � �!2 ��� , and 2 X 2

�

� X.
For two distinctagents� and

�

, wehave

�

� � � EX � X � ���

�

���

� �

� � �

�

� �

� �

� � � P ��
 � �

�

(1)

and
�

� � ���

�

���

� �

� � � P ��
 ���

�

(2)

A simplebut importantexampleis a network in which theagentshave just two types, � and � ,
and � takesjust two values,say � � and �

� . We might suppose,for instance,that theagentsof type
� constitutea clusterin which themessageis likely eitherto percolatethroughoutor avoid almost
entirely. Thus,wemighthave:

�

�

� � ��� �

�����

�

�

� �

�

� �

�

�

while �

�

� � �+� �

��� �

�

�

� � �+� �

��� �

In this case,if Pr � Z � � ��� � �

���

, we wouldhave �

#

� � �

���

for all agents� , but thematrix
�

would
havenontrivial structure:thediagonalof thematrixwill beidentically

�

� � �

��� �

1if not,onecanalwaystry to changetherepresentationaccordingly;theissueof possibilityto representªsimilarityº
with innerproducts(Euclideandistances)deservesattentionandhasbeendiscussedin theliterature,but won't behere.
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but otherwise

�

� ��� �

�

�

��

� �

� if � � ����� � �

�

� � � and �
	 �

�

,
�

�

�

if � � ��� 	� � �

�

�

�

�

�

if � � ����� � �

�

� ��� and �
	 �

�

.

We remarkthat the matrix
�

is a multiple of a diagonalmatrix anda matrix of rank 2. More
generally, if all

�

� 's are identically equalto
�

, the expectedmatrix of correlationsis sum of a
�

timestheunity matrix anda matrix of rankequalto thenumberof typesof agents.Thus,we might
reasonablyexpectanalysisof eigenvectorsof '�� ' to helpusidentify theclusters� �

���
�
���

�

� .

8 The SpectralApproach

Theproblemof recoveringconnectionsfrom pairwisecorrelationsarisesin many settings.For ex-
ample,in [16], theobjective is to determinewhich SNPs(SingleNucleotidePolymorphisms)in the
humangenomeareassociatedwith a givendisease.The SNPsconstitutethe columnsof a binary
matrix, likeourmessageincidencematrix,but therowsarealreadypartitionedaccordingto whether
thesubjectexhibits thedisease.Our problemwould beakin to �nding associationsamongSNPsin
anunknown population.

Heuristicspectralmethodsareoftenemployedin suchstatisticalproblemsandin thissection,we
suggestsuchanapproachfor ourproblemof �nding agoodpartitionof agents.Since,aspreviously
mentioned,we canpartitionrecursively, weconcentratebelow on the  ��� case.

Let usconcentrateonthespectraldecompositionof thesamplecorrelationmatrix
�

. Firstof all,
we noticethat for large � , thecoef�cients of this randommatrix are(in �

�

norm,at least)closeto
their expectedvalues

�

� � , thatis, ���

�

� �

�
	 �����!�&� , where � � ���

�

� � �

�

� � .
We will not go into the detailsof the convergenceof spectraldecompositionof the perturbed

matrix
�

�

�

�

� to thatof theunperturbedmatrix
�

, concentratinghereonly on the recovery of
theclusteringof agentsfrom thespectraldecompositionof

�

.
Thiscanbedoneasfollows. Recallthattheusersaresplit into groups,and,accordingto (1) and

(2), all diagonalelementsareidenticalfor indicesvaryingwithin a group,andthesameis valid for
theentrieswithout thediagonal.Hence,it is immediateto checkthefollowing.

Proposition 8.1. For anygroup � , let thevector

v
�

�

�

��


���

� ���

���

�

�

bethesumof all vectors in
�

with indicesin � . Then

1. Thesubspace
���

of
�

generatedbyv
�

's is an invariant subspacefor
�

, andtherestriction
�

�

of thequadratic formde�nedby
�

to this subspacein thebasis � v
�

� is givenby thematrix

˜
�

�
�

˜
�

�

� ���

���

�

�

�

�

�

�

�

� �

�

�4�!�

�

� �

�

� � if � � ���

�

�

�

���

�

� �

�

���/� if � 	� ���

�

(3)

where �

�

� 2 v
�

2

�

is thesizeof thecluster � .
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2. Thecomplementarysubspaceis generatedbyvectors
�

���

�

��� �

�

��� ����� � � �

�

�!� . Moreover, the
spectral radiusof

�

restrictedto
���

�

is bounded,asthe �

�

increaseto in�nity .

Theseresultsimply that if all clustersizes �

�

grow in concert,say as �

�

� �

�

�

� , where
�

�

�

�

�	�

�

�

�

� � , thenthespectrumof thematrix
�

will have  (thenumberof clusters)eigenvalues
scalingas ��


� �

, andtherestof theeigenvaluesbounded.Here 


� �

aretheeigenvaluesof matrixgiven
in thebasis � v

�

�

�

by
� �
�

�

�

�

�

�

�

� �

�

�

�

� �

�

In particular, provided that the eigenvalues 


� �

arepositive, the highest  eigenvaluesof
�

will
correspondto vectorsin

���

, that is, vectorswith componentsconstantwithin a group. Moreover,
we canexpect,for �

�

� large,thatthecomponentsof theeigenvectorsof
�

arealsoapproximately
constantwithin agroup.This formsthebasisof our spectralrecoveryprocedures.

Considerthe essential(for us) caseof � groups. The matrix � is a �

�

� symmetricmatrix
with nonnegative elements.The eigenvectorcorrespondingto its highesteigenvaluehaspositive
coordinates,and,by orthogonality, thesecondlargesteigenvaluefor � hascomponentsof different
signs.Thus,just by clusteringtheagentsaccordingto thesignof thecomponentof theeigenvector
of

�

correspondingto thesecondlargesteigenvalues,we canhopeto recover thesplit of thesetof
agents.

9 Experimental Resultswith the SpectralApproach

Here is an examplefor the Billboard scenario,that is, for the casewhere,conditionedon � , the
agentsvaluesare independent.Therearetwo clustersof agents,of size100 each,and2 typesof
events,A andB. In theeventA, anagentin Class1 seesthemessagewith probability � � %, andan
agentin Class2 with zeroprobability. For eventsof type B, the probabilitiesreverse. We run an
experimentwith 20eventsof typesA andB, each.

Onewould expect,asdiscussedabove, theeigenvectorsof thesamplecorrelationmatrix to be
closeto thoseof their expectation.This is indeedthecase:we show below theplotsof 200coordi-
natesof eigenvectorscorrespondingto thesecond-largesteigenvaluesof matrices

�

and
�

, respec-
tively. Theagentsaregroupedaccordingto their clusters(the�rst 100coordinatescorrespondingto
the�rst cluster, theremaining100to thesecond),andonecanseeclearlyhow well theeigenvectors
separategroups.

We noteherethat sincethe incidencematrix hasnon-negative entries,so doesthe correlation
matrix

�

, whencethe largesteigenvaluewould necessarilyhave all positive components(by the
Perron-FrobeniusTheorem),andthecorrespondingeigenvectorwould bea poorcandidateto sepa-
rateagentsjust by thesignsof thecomponents.Thesecondeigenvector, on thecontrary, would be
forced(by orthogonalityto the �rst one)to have bothpositive andnegativecomponentsandwould
beanaturalcandidateasaseparatingvector.

Using this asa guideline,we performeda wide rangeof experimentswithin theBillboard sce-
nario.Herearesomeof theplots(seeFigures( ??, ??)).

One can seethat thereis a strongcorrelationbetweenthe quality of predictiongiven by the
secondeigenvector and the secondeigenvalue: this is understandable,as the coordinatesof the
secondeigenvalueof the sampledmatrix

�

arejust noisy perturbationsof the secondeigenvector
of expectedvalueof

�

,
�

(which hasconstantcoordinatesacrossthegroupsof agentsof thesame
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Figure2: Plotsof coordinatevaluesof eigenvectorsof
�

and
�

.

type). Theamplitudeof this perturbationdecreasesas ��� 


�

�

�

� , which, again,is closeto ��� 


�

�

�

� .
Most importantfor us is thefact that thespectrumof

�

canbedeterminedexplicitly, andtherefore
canserveasaproxy for thequalityof detection.

Below we show several morepictures(comingfrom the samesequenceof experiments),sup-
portingthisobservation.

Another way to seethe effect is to considerthe probability for the Billboard scenario(with
identicalprobabilitiesof seeinga messagefor eithergroup)asa functionof �0�
� ' �

�

�

�

� ' � :

���������

-ValuedMatrices versus
�
	����

.

Theanalysisandexperimentsaboveweredonewith ���

�

��� matrices,yieldingnon-negativeincidence
andcorrelationmatrices.If insteadweemploy �
� ��� -valuedmatrices,boththelargestandthesecond-
largesteigenvectorsof ˜

�

canhavesignalternations.In thiscase,it seemsthatwewouldbeforcedto
choosebetweenoneof theeigenvectors,which in thepresenceof noise,might bea nontrivial task
(perhapsrelyingon humansupervision).
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Figure3: Thereare2 groupsof agents,of sizes � ��� �
�!� and �

�

� �
�!� . Thea priori probability
of seeinga messageis �

���

for eithergroup,with probabilities� �
� ' � for a �rst groupagentto see
the messagegiven event ' , respectively �

�

� , �

�

� and �

�

� for threegraphsabove. The probability
�

�

� ' � for a secondgroupagentto seethe message,given ' , is the horizontalcoordinate.(Given
a priori probability �

� � � �
� ' � P � ' �

�

� ����� � P ��� � �

� �

, the probabilities �

�

��� � aredetermined
unambiguously).Plottedarethepercentageof correctlyrecognizedagents(in redor darkgrey) and
thesecond-largesteigenvalue,scaledby �
�!� (in greenor light grey).
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probability of correct recognition as a function of p11, p21
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Figure6: Thevalley in theplot correspondsto vanishingsecondeigenvaluein thereducedmatrix ˜
�

.
Thenoiseovercomestheseparatingpowerof thesecondeigenvectorandthequalityof thedetection
deteriorates.

A (partial)remedyis to considerthecoordinate-wiseproductsof signsfor both�rst andsecond
eigenvectors.This is illustratedbelow:
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Figure7: Qualitiesof separationfor the�rst (red)andsecond(green)eigenvectors.Blue is theQoS
for their product.

10 The Semide�nite Programming Approach

The argumentsfor usingthe spectralapproachareheuristic; in contrast,the following newer ap-
proach,advocatedin [8], canbeusedto obtainprovably goodapproximations.However, we must
cautionthereaderthatsaidapproximationsare(1) basedon ideal conditions,e.g.a perfectmodel;
(2) dependentuponexpectationover certainperfectlyrandomchoices;and(3) not very impressive
in theworstcase.Thus,we area long way from beingableto prove or cite a theoremguaranteeing
theeffectivenessof themethodbelow.

Nonetheless,approximationalgorithmsdevisedto provide weakguaranteesin idealworstcases
have turnedout, in many cases,to be quite goodin practice. The methodsuggestedin [8] seems
well suitedto our problem,is mathematicallyelegantand reasonablyef�cient. The generalidea
is to replacea problemwhich seeksto optimize the values � real variables,by one in which the
variableshave beenreplacedby unit vectorsin � -space.Theresultis a semide�niteprogramming
problemwhichcanbesolvedin timepolynomialin � ; thevectorsarethentransformedto scalarsby
projectionontoa randomnormal,perhapsfollowedby furtherrounding.

The useof semide�nite programmingin this way was pioneeredin the theory of computing
communityby GoemansandWilliamson[12], who usedit to obtainapproximationalgorithmswith
betterguaranteedperformancethanhadhithertobeenachieved. Very recently, Alon andNaor [5]
addedto this approacha tool from analysis,Grothendieck's inequality, andthenappliedin [8] to
“correlationclustering”—whichsoundslike,andindeedis, verycloseto theproblemathand.How-
ever, we will make no apologiesfor changingthe approachto suit, since,asobserved above, we
cannotreally transfertheguaranteesobtainedin [8].

Thetypeof quadraticprogramconsideredin [8] is themaximizationof thequantity
�

�

� ���

�

�

� ���

�

� ��� ��� � (4)

subjectto � ��� �����

�

��� . Observe that the diagonalelements�

� � play no role here,addingonly a
constantshift. Wecanputour2-typeclusteringproblempreciselyin this form, interpreting� � ��� � �

��� as � � and � � ��� � � ����� as �

� ; for the �

� � 'swe take theentriesof ' � ' .
If wetook instead�

� ���

�

� � � EX � X � , whichtakes(off thediagonal)only four valuesaccording
to the typesof � and

�

, it is immediatethat theoptimum � � ��� �

���
�
���

� � � takesthesamevaluein
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coordinatesrepresentingthesametype. If thecross-terms(that is,
�

� � for � and
�

of distincttypes)
arenegative,wewill have � � � � � justwhen � � ����� � �

�

� , asdesired.
However, owing to messagesof differentstrengths,wecanexpectthatofteneventhecross-terms

to bepositive. In thatcase,wepursuetheheuristicof �nding agoodcut � andloweringall theentries
of thematrix

�

by thatamount.
Unfortunately, optimizing

�

� � ��� �

���
�
���

� � � is not somethingwe canexpect to be able to do
ef�ciently , unlessP=NP; in fact it is NP-hardeven to obtain a solution which approximatesthe
optimumto betterthana factorof 15/17,in polynomialtime [8]. Instead,we replaceeach � � by a
unit vector

�

�

� in �

� , sothatwearenow maximizing

�

�

� ���

�

�

� � �

�

� �

�

�

�

�

�

� (5)

subjectto
�

�

� � �

� ,
�

�

� �

�

�

��� � . This is now a semide�niteprogrammingproblem,which canbe
exactlysolved(see,e.g.,[4]).

To getbackto the � � 's,which will give usour cut,we needto convert thevectors
�

�

� to -1's and
+1's. This,in effect,meansthatourinitial problemof cuttingtheagentsin two,whichcanbethought
of aspartitioningthecolumnvectorsX �

�

� � ' ,��

�

� �����

�

���

�

into two groups,hasbeenreplacedby
aproblemof partitioningrealunit vectors.

In thetheoryof computingliterature,thelatterjob is accomplishedby projectionontoa random
vector(andtruncation).That this works restsin part, in this case,on ananalyticresultcon�rming
Grothendieck'sConjecture.

Sinceour objective is not to prove somethingassumingworst-casedatabut to look for themost
naturalsolution,we replacetherandomvectorby onewhich is designedto cut the

�

�

� 'sascleanlyas
possible.If the vectorstendedto lie near

�

� and �

�

� for some
�

� , it would of coursebe obvious to
choose

�

� on which to project;weattemptto �nd this vectorby maximizing

�

�

� � �

�

�

�

� �

�

�

�

�

(6)

which is easilydone.We thentake � � � sign�

�

�

� �

�

�

� asourcut.
To summarizethesemide�niteprogrammingmethod,asadaptedfor ourproblem:

1. Compute'
�

' andzerothediagonal;

2. Shift theentries,if necessary, in asnaturalawayaspossibleto makethelowerentriesnegative;

3. Solve thevectoroptimizationproblem(5) usingsemide�niteprogramming;

4. Find thevector
�

� maximizing(6);

5. Take
�

� � � � �

�

�

� �

�

�

�

��� � , �

�

� ��� � � .
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11 Experimental Resultswith theSemide�nite ProgrammingAp-
proach

We testedthe methodsdescribedabove againstthe more straightforward spectralmethods. The
resultsaremixed.Thequalityof detectionin groupsseemsto improve in somesituationswherewe
would like it to improve (wherespectralmethodperformsdismally). However, we werenot ableto
predictwhenthis happens,andgiventhesyncreticnatureof our algorithms,detailedanalysismay
requireextensivestudy.
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Figure 8: Comparisonof quality of separationbetweensemide�nite programmingand standard
spectralmethods.Theinput dataaretakenfrom theBillboard model,with a priori probability �

� �

.
Weconsiderthreecases,� �
� ' ��� �

���

� �

� �

, letting �

�

� ' � vary. Thecorrespondingplotsareshown
for thesecond-largesteigenvectorin thestandardapproach,andfor botheigenvectorsin SDP.
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12 Messageswith Versions

Considerthe following simpli�ed percolationmodel. The agentsaresplit into 2 groups,and in-
formationis passedfrom agentto agent.Oncea messagereachesanagent,it is forwardedto some
(random)numberof otheragents,bothinsideandoutsidehergroup.Of course,theintensityof these
communicationsshoulddiffer if thereis any differencebetweenthegroups.We assumea random
graphmodel,wheretheaverage numberof links from anagentto otheragentsin thesamegroupis

�

, , while theaveragenumberof links goingoutsidethegroupis ���

�

�

, .

C =1.1, C =0.5oiC =1.7, C =0.3oi

Figure9: Two examplesof informationpropagation,bothwith two groups(right andleft halvesof
thering) with 20 agentseach.

We startby planting2 messagesat randomamongtheagents,andobservingwho is gettingthe
messages.Theblack-whiteexperimentassumesthat themessagesareidentical,andthuswe obtain
only the informationof whetheror not a given messagewasseenby a given agent. The colored
experimentassumesthatwe canseewhich of thetwo messages(if any) a particularagentreceived.
We assumethat eachagentforwardsthe �rst versionreceived, ignoring subsequentreceptionsof
whatwill seemlike thesamemessageto theagent.

In Internettraf�c, thecreationof differentversionswill usuallybeasimplematter, requiringonly
thealterationof a few otherwiseinconsequentialbits. Evenin thosecaseswheretheagentscannot
bein�uenced,but only observed,differentversionswill oftenarisenaturally(perhapsasvariations
in theheader)andwemaybeableto takeadvantage.

Spectralanalysisof the colored(multi-version)scenariois exactly asdescribedin Section??,
exceptthatthematrixentriesare ���

�

��� -valuedvectorswhoselengthis thenumberof versions(2, for
ourexperimentsbelow). A “1” in the

�

th coordinateindicatesthatthe
�

th versionof themessagewas
received.

Herearetheresultsof our experiments,for varying �

, and ��� . Green(or light grey) is usedfor
thecoloredexperiments,red(or darkgrey) for theblack-whiteexperiments.

Theseresultsindicatethatthecoloredvariantof themethodhasaclearadvantageovertheblack-
whitevariant.Thisadvantageis especiallypronouncedin thesituationwherethemessagespropagate
with high probability in the population. Indeed,in theblack-whitevariant,thedifferencebetween
thegroups(for a givenmessage)would bemanifestedonly if bothplantedmessageslandedin the
samegroupanddid not �nd their way into the oppositegroup. This is unlikely in the percolation
regime. On the other hand,in the coloredvariant, the separatingscenariosinclude the situation
wherethemessagesland in differentgroups.Herethegroupswill seedifferentversionswith high
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probabilities.
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13 Maintaining the IncidenceMatrix

We have seentwo techniquesfor thestaticproblemof deducingclustersfrom a messageincidence
matrix. However, weenvisionasystemwhichcontinuallyupdatesitself with new messagedata,and
is capableof picking up new clusters,or revising old ones,asdataimprovesand/orasthenetwork
itself changes.

Let usconsider�rst thecasewherethenetwork is not assumedto bechanging.In thatcase�

is increasingwithout boundandit becomesnecessaryto keeponly the �

�

� matrix ' � ' andnot
thefull �

�

� messageincidencematrix ' . It is truethattheentriesof '

�

' will requireincreasing
accuracy if we areto take advantageof the data,but this requiresonly spaceO � log �&� insteadof
linearin � .

But maintaining' � ' is trivially easy. Wemerelykeeptrackof � , thetotalnumberof messages
so far seen;for eachagent� , thesum

�

� � �

�

�

, ���

#

� �

�

� ; andfor eachpair of agents� �

� �

� , thesum
�

� �
� �

�

�

, ���

#

� �

�

�

#

�-�

�

� . Fromtheseparameterstheusual �

�

statisticssuchasmeanandcovariance
canberecovered.

Only slightly moredif�cult is theissueof a changingnetwork. Thekey is to choosea discount
factor � , which reducestheweightof a datum * unitsold by ��� . (This classicalmethodwasused
in very similar fashionto maintainwebdelaystatisticsin [6]). For example,if we take theunit of
time to beonedayandestimatethatday-oldmessagedatais worthonly 3/4asmuch,wewould take

� �

��� �

.
Thetime � of lastupdateis maintained,alongwith aparameter� whichnow measuresthesum

of theweightsof all messagespreviously recorded.Whenat time

�

a new vectorX is to beentered,
� is replacedby �����
	 �

�

� ,
�

� by ������	

�

�

� X � and
�

� � by �����
	

�

� �

� X � X � .
At regular intervalsor whenever a new partitioningof theagentsis desired,thecorrelationsare

computedaccordingto currentlystoreddataandthe methodsdescribedabove areappliedaccord-
ingly.

14 Summary and Conclusions

We haveproposedamethodfor inferringnetwork information,in particularclusteringof accessible
nodes,from recordsof which messageshave beenreceived by which suchnodes(agents). The
intentionis thatsuchdatabemaintainedon line, andclusteringbededucedwhenneeded.

Theamountof datarequiredis linear in thenumberof agentsandessentiallyinsensitive to the
numberof messages.Moreover, asnotedabove, thedatacanconvenientlybeadjustedfor obsoles-
cenceincurredby time.

We have proposedtwo approachesto producingthe clusters,oneusingspectralmethods,the
othersemide�niteprogramming(SDP).Both arepolynomial-timeheuristicswhich arenot dif�cult
to implementbut comewith no guarantees.Ourexperimentssuggestthatthesimplerspectralmeth-
odswill work well in many cases,but that the SDPapproachis worth holding in reserve as it is
sometimesveryeffective in caseswherethespectralmethodsfail.

We have concentratedon thecasewhereagentsarepartitionedinto two classes,notingthat the
methodscanbeappliedrecursively to obtain�ner partitions.However, bothmethodscanbeadapted
to producemorethantwo clustersdirectlywhendesired.

The proposedmethodsreston a simplemodelof agentbehavior which itself is motivatedby
a bondpercolationmodel for message-passing.The methodscanalsobe appliedwhenmessages
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exist in severalversions,and,indeed,ourexperimentssuggestthatversionscangreatlyimprovethe
determinationof clusters,especiallywhenmany messagesreachor exceedthepercolationthreshold
andthusexperiencewidedissemination.
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