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Abstract

We describea schemdor nding clustersin anetwork by observingvia a smallsetof entry
nodeshow messagesandversionsof messagesspread.The techniquenvolveslinearalgebra
andrelieson anovel modelof the effect of informationpropagation.

1 Intr oduction

Supposéhat inferencesare desiredregardingthe organizationof somecommunicationsietwork,
but thatthe network topologyis unknavn andinformationis obtainableonly by observingwhich of
some x edsetof accessibleodesrecevesamessage.

Overthecourseof observingmary messagegossiblyinstigatedoy theinformation-seekr, one
mightexpectto nd thatsomeof thenodesbehae asif they werecloselyconnectedn the network.
Identifying clustersof nodesmay enablethe seeler to infer connectionsto predictthe behaior of
futuremessagesnd/orto disseminatdéutureinformationef ciently .

As our primeexamplewe take the network to betheInternet(or somepartof it), with communi-
cationby electronicmail. Heretiming information(asconsideredfor example,in [7, 15]) is of little
usebecaus¢hetime betweerreceptiorandpassingon of amessagés highly variable,dependings
it doeson userhabitsandtime of day. Whenanewsitem, rumoror joke spreads$n thelnternet,how-
ever, thereis muchpotentialinformationto be gleanedy observingwvhich of somesetof accessible
nodeshave beenreached.

In the Internetandmary othercommunicationsetworks,the seeler has(throughhis accessible
nodes,or “agents”) the opportunityto subtly alter messagesforwarding a different version, for
example,to eachof an agents contactees.In email, suchalterationscantake the form of minor
changesn text or heading.Whenmessagearrivalsarelaterdetectedy otheragentstheir versions
evidently provide additionalinformationto the seeler; hencewhatever meansheuseso surweil the
network shouldbe ableto take advantageof suchinformation. As we shallsee the keepingtrack of
versionscanmeasurablymprove our diagnostics.

Therehave beennumerousstudiesof actualcommunicationsietworksbasedon traf ¢ analysis
of all messagepassedn agiventime period,e.g.numbersof messagepassedrom to for every
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adjacentair of nodesin a network; seee.g. [1, 2, 14]. Usually eitherthe topologyis known
or it is ignored,treatingthe network ascompletejn mary casesnuchis known aboutthe users for
exampletheirlevel in acompaiy or role in a high school. Thustheremay be naturalclusterswhose
sociologicalsigni cancecanbetested.

Herewe do notassumeaccesdo all nodesor all messagesyor to ary a priori knowledgeabout
individual nodes;our goalsare correspondinglymore modest.We simply wish to make somerea-
sonablestatisticalinferencesboutthe behaior of the nodeswe canaccess.

Moreover, we anticipatethatinformationwill be gatheredandanalyzedn realtime, while pat-
ternsare(slowly) changing.Thereforeit is of importanceto usthatusefulinformationbe retained
in someef cient datastructure enablingcontinualupdates.

We will arguebelow thatit is unreasonabléo expectto reconstructhe topologyof a network
whenwe only have dataaboutwhich messagearereceved by which agent. However, it may be
possibleto deducehe existenceof “clusters, thatis, groupsof agentsvho arein closecontactwith
oneanother

Our ultimategoalis anautomatedystenwhich maintainsa datastructure updatingit asinfor-
mationaboutthe spreadof particularmessagess receved. The systemshouldbe ableat ary time
bothto suggestandtesthypothese$or clustersamongagents.

We do not, of coursegconstrucsuchasystemn detailin this papernordowe testa prototypeon
realdata.We do, however, suggesamathematicainodelfor the network andseveralapproachefor
extractingthe parametersf this model,onebasedon very recentresearchnvolving semi-de nite
programming.Theapproachearedescribedindtestedon toy constructions.

2 Agentsand Instances

We will assuméhroughouthatthereisa x edset of agentswhich participateasnodesn some
communicationsetwork; it is possiblethat  consistof all nodesn thenetwork, butin generalwe
imaginethatthey arearelatively smallsubset.

Whenmessage is introducedinto the network, eitherby anagentor by someothernode,we
will have theopportunityto obsene whichagentgeceve themessageTheresultis arandomvector
X X X whereX if agent got (or originally sent) , and-1 otherwise.
(Later, it will sometimese convenientto use -valuedvectorsinsteadwhere“1l” meanghata
messageor particularversionof amessagehasbeenrecevedby a particularagent.)

The vector X constitutesone instance which we associatewith atime . For most of what

follows we will assumdhat instances< have beenobsenred, resultingin a binary
incidencematrix with X . It is from this matrix thatwe wish to infer network
structure.

3 DeFinetti' sTheorem

In our modeling,we rely on the following corollary (or reformulation)of de Finetti's Theorem[9]

onin nite sequencesf exchangeableandomvariables.A sequencef randomvariabless saidto

beexchangeableif its joint distributionis invariantunderary nite permutatiorof its indices.
Assumethata nite set , with is x ed.



Theorem3.1.Let X X X X X X be sequencesfexchangeableran-

domvariableswith valuesin . Thenthere existsa randomvariable onthe (Polish) space
of probability measueson  sud thatconditionedon , X X X areli.i.d. random

variablesdrawnfroma distribution , andtheX 's,for , areindependent.

Remark

Onecanextendthis theoremto nite but large populations(see,e.g.,[3, 10]), insofar oneis con-
cernedwith correlationfunctionsof smallorder Speci cally, themaiginal distributionsof outcomes
for arny tuple of userscorverge, asthe populationsizesgo to in nity , to a mixture of Bernoulli
samples.

In our situation,theset of agentds split into groups , andwithin eachgroup,the
agentsareindistinguishabldor anoutsideobsener (trying to infer the network structure).Hence,it
is naturalto representachuserin group by arandomvariable(no matterwhich, by de nition)
from theexchangeablsequence . We will denotethegroupto whichtheuser belongs

by

Examples

Billboards: Here,the groupsof usersareidenti ed by theinformationthe usershave access
to; giventhis accesswhetheror not a usergetsthe messagés independentf therest. Thisis
exactly a mixture of Bernoulli distributions.

CommunitiesHere theeaseof communicatiorbetweeruserdepend®nly onthecommunity
to which theuserbelongs.This canbe modeledasbondpercolation(see.g.,[13]). In other
words,oneassumeshatthereis somespeci ¢, thoughunknown, topologyandeachedgewill
operatewith someindependenprobability to add one of its endsto the setof nodeswhich
have “gottentheword?

More generallythebondpercolationrmodelcanbe de ned usingthe probability matrix

auserin  sendsanewstoauserin  with this probability.

4 The Percolation Model

It is evident that whetheragent getsthe -th messagealependson mary factors,including the
intrinsic“power” of themessagéo induceforwarding,thedegreeto which is centralin thenetwork,
andthe degreeto which the messag@enetratedhe clusteror clustersto which belongs;plus, of
course sheerandomluck. In particular X andX may be highly (positively) correlatedor some
pairs of agentsandsomemechanisnfor producingthis correlationmustbe includedin our
model.

Onedif culty with themodelis thatit is highly unrealisticto assumehatall messagebave the
samélik elihoodof beingpropagatedsurely somemessagewill have greateiinterestthanothers.

A more seriousdif culty is that even without varying messagestrengthsthereis simply not
enoughinformationavailablefrom thematrix  to recover network topology
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Considerfor example thetwo networkspicturedin Figurel, eachinvolving 3 agentsin the*”
network, eachedgetransmitsndependentlyvith probability ;in the*Y” network, with probability

Supposewe take to be the root of the polynomial between0 and1 — about
0.34729636— and . Begin messageat (say)agentl of eachnetwork. In the network,
the probabilitythatagent2 recevesthe messagés

which is preciselythe probability that agent2 getsthe messagén the Y network. The probability
thatbothagents2 and3 getthemessagén the network s

which, again,matchegheresultin the Y network. In view of theseequalitiesandtheir symmetric
analoguesit is clearthatthe two topologiescannotbe distinguishedoy observingmessaggroba-
bilities.

Figurel: Two network topologiesndistinguishablen the percolationrmodel

In generalthenumberof degreesof freedomfor atopologywith edge-capacitieis  , where
is thetotal numberof nodeswhile a probabilityfor eachpossiblevalueof X givesus  degreesof
freedom;soevenabsurdlyaccurataneasurementsf messag@robabilities requiringexponentially
mary obsenations,cannothopeto recover the network topologywhen -log . Inother
words,thereis no hopeof recoreringthe parametersf the percolatiormodelunlessnearlyall of the
nodesof the network areagentsandprobablynot eventhen.

5 The“Types” Model

We have seenthatit is unreasonablto expectto be ableto reconstruct network from anincidence
matrix of messageddowever, thepercolatiormodeldoessuggessomebehaior whichis con rmed

by experienceandcanperhapgeduplicatedn asimplermodel. Everyonehasobsenedatendenyg

within awebcommunityfor messagesitherto reachonly avery limited audienceor to spreadike

awild re to almostevery memberof the community This canbe attributedto a manifestatiorof

phasetransitionin the bondpercolationmodel,wherethereis a rathersharpprobability threshold
separatinghetwo behaiors.

A messageavhich spreadgapidly in a given community (in particulay amonga given set
of agents)will besaidto “percolate. We will representhis phenomenoiy a randomvariableZ
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associatewvith messagstrength.Theideais thatthereceptiorof amessagéy anagentwill depend
on Z andcertaincharacteristic®f the agent;thoseagentswho reactin a particularway to Z will
constituteatype andwill exhibit a positive correlationwhencomparedvith oneanother

If we canidentify thesecorrelationswe canin theoryassignthe agentsto a small numberof
“types” . The setof agentsof type will be denoted , sothat constitutea
partition of . We will infer that typeswhosemembersexhibit highestpositive correlationare
tightly connectedn the network; othertypesmay constitutelooserclustersor simply all agentsnot
in acluster We designatdy thetypeof agent, sothatby de nition . Thenumber of
typesis alwaysassumedo besmall.

Let Z betheinstanceof Z associatedvith message. We assumehat giventhe value of
Z , every agentbehaesindependentlyith regardto whetheror not it recevesmessage; thus,
all correlationis aresultof not xing thevalueof Z

Wede ne aprole tobeafunctionfrom Z to theunitinterval [0,1]; theideais thateachtype

of agenthasanassociategrole , and is the probabilitythata givenagentin  receves
message, giventhatZ

Theimportanceof distinguishingwo typesrestsonthe obsenationthattypescanbe subdvided
recursvely if the quantityof messagelatawarrants. Thusour experimentsaswell assomeof our
theory will becenterednthetwo-typecase.

6 First Order Correlations: The FrequencyVector

The rst ideain approachinghe problemof separatinghe groupsof agentds to doit basedon the
frequenciesvith which the usersreceve the information. Thesefrequencieshy virtue of Law of

LargeNumbersshouldcornverge,asthenumberof trialsincreaseso someimits, andthedeviations
of the experimentalvaluesfrom theselimits canbe estimatedusing the CentralLimit Theorem.
Hence,one candistinguishthe groupsof agentsby observingto which of the differentlimits the
frequencie®f the obsenationscornvergefor a particularagent.

This approachhasan obvious dravback: if the limits of the frequenciesare close thereis no
way to distinguishbetweerthem. This drawbackis characteristiof any methodrelying onthe rst
order characteristicsot involving the mutual interdependencef obsenationsby differentusers.
To overcomethis, it is necessaryo rely on higherordercorrelationfunctions. The simplestsuch
mechanismurns out to be quite ef cient, andis given by spectralmethods,which we describe
below.

7 The Correlation Matrix

Our attemptat recovering the typesof agentswill reston the pairwisecorrelationsof the agents
(and/orthe messages)Let us assumehe conditionsof Section3, in particularthe heuristic as-
sumptionthat the 2-correlationsbetweendifferentusersbehae like thoseof Bernoulli mixtures.
Speci cally, we canpostulatethatfor for , theinner product representshe degreeof



proximity betweerthesetwo obsenations. Now, givena seriesof “measurements”

X X X
whereX X , onecanform the correlationmatrix
— X X
Also, de ne
De ne
X

to betheexpectedvalueof  conditionedon
Then,onehas

if and
X
Example
Assumethat X or , dependingon whetheror not a messages seen. In this case,
P X ,and X X.
For two distinctagents and , we have

EX X P 1)

and
P (2)

A simplebut importantexampleis a network in which the agentshave just two types, and

and takesjusttwovaluesssay and . We mightsupposefor instancethatthe agentsof type

constitutea clusterin which the messages likely eitherto percolatethroughoutor avoid almost
entirely Thus,we mighthave:

while

In this casejf Pr Z , we would have for all agents, but thematrix would
have nontrivial structure:the diagonalof the matrix will beidentically

Lif not, onecanalwaystry to changetherepresentatioaccordingly;theissueof possibilityto representsimilarity®
with innerproductg Euclideandistancesjleseresattentionandhasbeendiscussedhn theliterature,but won't be here.



but otherwise

if and ,

if and

We remarkthat the matrix is a multiple of a diagonalmatrix anda matrix of rank 2. More
generally if all 's areidentically equalto , the expectedmatrix of correlationsis sumof a
timesthe unity matrix anda matrix of rank equalto the numberof typesof agents.Thus,we might
reasonablexpectanalysisof eigervectorsof to helpusidentify the clusters

8 The Spectral Approach

The problemof recovering connectiongrom pairwisecorrelationsarisesin mary settings.For ex-
ample,in [16], theobjectiveis to determinewvhich SNPs(SingleNucleotidePolymorphisms)n the
humangenomeare associatedavith a given disease.The SNPsconstitutethe columnsof a binary
matrix, lik e our messagéncidencematrix, but therows arealreadypartitionedaccordingo whether
the subjectexhibits the disease Our problemwould beakinto nding associationemongSNPsin
anunknowvn population.

Heuristicspectramethodsareoftenemployedin suchstatisticalproblemsandin this sectionwe
suggessuchanapproacHor our problemof nding agoodpartitionof agents Since,aspreviously
mentionedwe canpartitionrecursvely, we concentratéelon onthe case.

Let usconcentrat®nthe spectradecompositiorof the samplecorrelationmatrix . Firstof all,
we noticethatfor large , the coefcients of thisrandommatrixare(in  norm, atleast)closeto

their expectedvalues thatls , Where
We will not go into the detailsof the con/ergenceof spectraldecomposﬂmmf the perturbed
matrix to thatof the unperturbednatrix , concentratinghereonly on the recovery of

the clusteringof agentdrom the spectraldecompositiorof

This canbedoneasfollows. Recallthatthe usersaresplit into groups,and,accordingo (1) and
(2), all diagonalelementsareidenticalfor indicesvaryingwithin a group,andthe sameis valid for
theentrieswithoutthediagonal.Hence,it is immediateto checkthe following.

Proposition 8.1. For anygroup , letthevector

\

bethesumof all vectosin withindicesin . Then

1. Thesubspace of generatedbyv 'sisaninvariantsubspacdor , andtherestriction
of thequadmatic formde nedby to thissubspacén thebasis v is givenbythe matrix

~ o~ if

if ®)

wheee v isthesizeof thecluster .



2. Thecomplementargubspacés geneatedby vectos . Moreover, the
spectal radiusof restrictedto  isboundedasthe increaseto in nity.

Theseresultsimply thatif all clustersizes grow in concert,say as , Where

, thenthespectrunof thematrix will have (thenumberof clusterskigervalues

scalingas , andtherestof theeigemvaluesboundedHere aretheeigervaluesof matrix given
inthebasisv by

In particular providedthatthe eigervalues arepositive, the highest eigervaluesof  will
correspondo vectorsin  , thatis, vectorswith componentsonstantwithin a group. Moreover,

we canexpect,for large, thatthe component®f the eigervectorsof —arealsoapproximately
constanwithin agroup. This formsthe basisof our spectrakrecovery procedures.
Considerthe essentialfor us) caseof groups. The matrix is a symmetricmatrix

with nonn@ative elements. The eigervector correspondingo its highesteigervalue haspositve
coordinatesand,by orthogonality the secondargesteigervaluefor hascomponent®f different
signs. Thus,just by clusteringthe agentsaccordingto the sign of the componenbf the eigervector
of correspondingo the secondargesteigervalues,we canhopeto recover the split of the setof
agents.

9 Experimental Resultswith the Spectral Approach

Hereis an examplefor the Billboard scenario thatis, for the casewhere,conditionedon , the
agentsvaluesare independent.Therearetwo clustersof agents,of size 100 each,and 2 typesof
events,A andB. In theeventA, anagentin Classl seeshe messageavith probability %, andan
agentin Class2 with zeroprobability For eventsof type B, the probabilitiesreverse. We run an
experimentwith 20 eventsof typesA andB, each.

Onewould expect,asdiscussedbove, the eigervectorsof the samplecorrelationmatrix to be
closeto thoseof their expectation.This is indeedthe case:we shav belaw the plots of 200 coordi-
natesof eigervectorscorrespondingo the second-lagesteigervaluesof matrices and , respec-
tively. Theagentsaregroupedaccordingto their clusterg(the rst 100coordinatecorrespondingo
the rst cluster theremainingl00to the second)andonecanseeclearly how well the eigervectors
separatgroups.

We note herethat sincethe incidencematrix hasnon-negjative entries,so doesthe correlation
matrix , whencethe largest eigervalue would necessarilyhave all positve componentgby the
Perron-Frobeniu¥heorem)andthe correspondingigervectorwould be a poor candidatdo sepa-
rateagentgust by the signsof the componentsThe secondeigervector on the contrary would be
forced(by orthogonalityto the rst one)to have both positive andnegative componentandwould
be anaturalcandidateasa separatingector

Usingthis asa guideline,we performeda wide rangeof experimentswithin the Billboard sce-
nario. Herearesomeof the plots (seeFigures( ??, ??)).

One canseethat thereis a strong correlationbetweenthe quality of predictiongiven by the
secondeigervector and the secondeigervalue: this is understandablegs the coordinatesof the
secondeigervalue of the sampledmatrix — arejust noisy perturbationsf the secondeigervector
of expectedvalueof , (which hasconstantoordinatesacrossthe groupsof agentsof the same
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Figure2: Plotsof coordinatevaluesof eigervectorsof and

type). The amplitudeof this perturbationdecreaseas , Which, again,is closeto
Mostimportantfor usis thefactthatthe spectrunof canbe determinedexplicitly, andtherefore
cansene asa proxy for the quality of detection.

Below we shav several more pictures(comingfrom the samesequencef experiments) sup-
portingthis obsenration.

Anotherway to seethe effect is to considerthe probability for the Billboard scenarlo(W|th
identicalprobabilitiesof seeinga messagéor eithergroup)asa functionof

-Valued Matrices versus

Theanalysisandexperimentsabose weredonewith matricesyielding non-ngativeincidence
andcorrelatiormatrices If insteadve employ -valuedmatricespoththelargestandthesecond-
largesteigervectorsof canhave signalternationsin this casejt seemshatwe would beforcedto

choosebetweernone of the eigervectors,which in the presencef noise,might be a nontrivial task
(perhapselying on humansupervision).

Figure3: Thereare2 groupsof agentsof sizes and . Thea priori probability
of seeingamessages  for eithergroup,with probabilities for a rst groupagentto see
the messaggivenevent |, respectiely and for threegraphsabove. The probability
for a secondgroupagentto seethe messagegiven , is the horizontalcoordinate.(Given
a priori probability P P , the probabilities are determined
unambiguously)Plottedarethe percentagef correctlyrecognizecagentgin redor darkgrey) and
thesecond-lagesteigervalue,scaledby (in greenor light grey).



the total probabilty is 0.4, g1=100, G2=100, p11=.3, x-axis is p21 the total probability is 0.4, 91100, g2=100, p11=4 the total probabilty is 0.4, ¢1=100, 2=100, p11=6,

Figure4: Setupis asabove, with : , total probabilityto seeamessagés  for
eithergroup; and for thea rst groupagentgiven ; horizontalaxisis again
Figure5: As above, with , , total probability to seea messagés for either
group; and forthea rst groupagentgiven ; horizontalaxisis again

probability of correct recognition as a function of p11, p21

Figure6: Thevalley in theplot correspond$o vanishingseconceigervaluein thereducedmatrix "
Thenoiseovercomegheseparatingpower of the seconceigervectorandthe quality of the detection
deteriorates.

A (partial) remedyis to considerthe coordinate-wiseproductsof signsfor both rst andsecond
eigervectors.Thisis illustratedbelow:
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quality of separation (u1=100, u2=100, pL(A)=.1, p2(A)=.2, p2(B)=0) as a function of p1(B)
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Figure7: Qualitiesof separatiorfor the rst (red)andsecondgreen)eigervectors.Blueis the QoS
for their product.

10 The Semide nite Programming Approach

The argumentsfor usingthe spectralapproachare heuristic;in contrast,the following newer ap-
proach,adwocatedin [8], canbe usedto obtainprovably goodapproximations However, we must
cautionthereaderthat saidapproximationsare (1) basedon ideal conditions,e.g.a perfectmodel;
(2) dependentuponexpectationover certainperfectlyrandomchoices;and(3) not very impressve
in theworstcase.Thus,we arealong way from beingableto prove or cite atheoremguaranteeing
the effectivenesof the methodbelow.

Nonethelessapproximatioralgorithmsdevisedto provide weakguarantees idealworstcases
have turnedout, in mary casesto be quite goodin practice. The methodsuggestedn [8] seems
well suitedto our problem,is mathematicallyelegantand reasonablyef cient. The generalidea
is to replacea problemwhich seeksto optimizethe values real variables,by onein which the
variableshave beenreplacedby unit vectorsin -space.Theresultis a semide nite programming
problemwhich canbesolvedin time polynomialin ; thevectorsarethentransformedo scalardy
projectionontoarandomnormal,perhapdollowedby furtherrounding.

The use of semide nite programmingin this way was pioneeredn the theory of computing
communityby GoemansandWilliamson[12], who usedit to obtainapproximatioralgorithmswith
betterguaranteegberformancehanhad hithertobeenachiered. Very recently Alon andNaor [5]
addedto this approacha tool from analysis,Grothendiecks inequality andthenappliedin [8] to
“correlationclustering”—whichsounddik e, andindeedis, very closeto the problemat hand.How-
ever, we will make no apologiesfor changingthe approachto suit, since,asobsened above, we
cannotreally transferthe guaranteesbtainedn [8].

Thetype of quadratigprogramconsideredn [8] is the maximizationof the quantity

(4)

subjectto . Obsere thatthe diagonalelements play no role here,addingonly a
constanshift. We canputour 2-typeclusteringproblempreciselyin thisform, interpreting
as and as ;forthe 'swetaketheentriesof
If wetookinstead EX X , whichtakes(off thediagonal)only four valuesaccording
to thetypesof and , it is immediatethatthe optimum takesthe samevaluein
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coordinatesepresentinghe sametype. If the cross-termgthatis, for and of distincttypes)
arenegative, we will have justwhen , asdesired.

However, owing to messagesf differentstrengthsye canexpectthatofteneventhecross-terms
to bepositive. In thatcasewe pursueheheuristicof nding agoodcut andloweringall theentries
of thematrix by thatamount.

Unfortunately optimizing is not somethingwe can expectto be ableto do
efciently, unlessP=NP;in factit is NP-hardeven to obtain a solution which approximategshe
optimumto betterthana factorof 15/17,in polynomialtime [8]. Insteadwe replaceeadh by a
unitvector in , sothatwe arenow maximizing

(5)

subjectto : . Thisis now a semide nite programmingproblem,which canbe
exactly solved(seee.g.,[4]).

To getbacktothe 's,whichwill give usour cut, we needto corvertthevectors to-1'sand
+1's. This, in effect, meanghatourinitial problemof cuttingtheagentsn two, which canbethought
of aspartitioningthe columnvectorsX into two groups,hasbeenreplacedoy
a problemof partitioningrealunit vectors.

In thetheoryof computingliterature the latterjob is accomplishedby projectionontoarandom
vector(andtruncation). Thatthis worksrestsin part, in this case,on ananalyticresultcon rming
Grothendiecls Conjecture.

Sinceour objectve is not to prove somethingassumingvorst-casalatabut to look for the most
naturalsolution,we replacetherandomvectorby onewhichis designedo cutthe ‘'sascleanlyas
possible.If the vectorstendedto lie near and for some , it would of coursebe obviousto
choose onwhichto project;we attemptto nd this vectorby maximizing

(6)
whichis easilydone.We thentake sign asour cut.
To summarizehe semide niteprogrammingmethod,asadaptedor our problem:
1. Compute andzerothediagonal;
. Shifttheentriesjf necessaryn asnaturalaway aspossibleio makethelowerentriesnegative;
. Solve thevectoroptimizationproblem(5) usingsemide niteprogramming;

2
3
4. Findthevector maximizing(6);
5. Take ,

12



11 Experimental Resultswith the Semide nite Programming Ap-
proach

We testedthe methodsdescribedaborve againstthe more straightforvard spectralmethods. The
resultsaremixed. The quality of detectionin groupsseemsdo improve in somesituationswherewe
would like it to improve (wherespectraimethodperformsdismally). However, we werenot ableto
predictwhenthis happensandgiventhe syncreticnatureof our algorithms,detailedanalysismay
requireextensve study

comparison of SDP and standard spectral methods: the total probability is 0.7, g1=25, g2=25, p11=.5, x-axis is p21  comparison of SDP and standard spectral methods: the total probability is 0.7, g1=25, g2=25, p11=.5, x-axis is p21

1 1 e
Q Qos, standard

095 | _QUS, SDP, 2nd gv -+ 4 095 | QoS, SDP, 2nd 67 -

0.9 / 0.9

085 // 085 .

e
08 - 08 | -
/
0.75 / 0.75 |\ . /
<, \ /
/. \ 3 /
0.7 / 0.7 \\ N //
7/ \ : /

0.65 / 0.65 [ \ " //

06 ~ / [ \ //

0.55 / 055 T

05 : . . . . 05 . . . .

0.4 05 06 0.7 08 0.9 1 0.4 0.5 0.6 07 0.8 0.9 1
p11=.7, x-axis is p21 pl1=.7, x-axis is p21
Qos, standard Qos, standard
0.95 QoS, SDP, 2nd ev -+ 0.95 \\ QoS, SDP, 2nd ev -~
0.9 i 0.9 \
0.85 : ; 0.85 \
, \
\ e \
0.8 \ " / 08 \
\ / \
0.75 k / 075 \
' o \
S & \
07 Va 0.7 \
\ / \
A \

065 \ / 065

06 - 06 - T
055 = 055 -

05 . . . . . 05 . . . . .

0.4 0.5 0.6 07 0.8 0.9 1 0.4 05 06 0.7 08 0.9 1
p11=.9, x-axis is p21
"*—A.ff,\ Qos, standard ——

0.95 . \\ QoS, SDP, 2nd ev -------

09 .
0.85 E

0.8
075

07
0.65 \

0.6 \
055 77777

05 . . . . .

0.4 0.5 0.6 0.7 0.8 0.9 1

Figure 8: Comparisonof quality of separatiorbetweensemide nite programmingand standard
spectraimethods.Theinput dataaretakenfrom the Billboard model,with a priori probability

We considerthreecases, , letting vary. Thecorrespondinglotsareshavn
for thesecond-lagesteigervectorin the standarcdapproachandfor botheigervectorsin SDP
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12 Messagewith Versions

Considerthe following simpli ed percolationmodel. The agentsare split into 2 groups,andin-

formationis passedrom agentto agent.Oncea messageeachesnagent,it is forwardedto some

(random)numberof otheragentshothinsideandoutsidehergroup. Of coursetheintensityof these

communicationshoulddiffer if thereis ary differencebetweenthe groups. We assume random

graphmodel,wherethe average numberof links from anagentto otheragentsn the samegroupis
, While theaveragenumberof links goingoutsidethegroupis

1

C{=1.7,(=0.3 Ci=1.1, =05

Figure9: Two examplesof informationpropagationpbothwith two groups(right andleft halvesof
thering) with 20 agentseach.

We startby planting2 messageat randomamongthe agentsandobservingwho is gettingthe
messagesT he black-whiteexperimentassumeshatthe messageareidentical,andthuswe obtain
only the information of whetheror not a given messageavas seenby a given agent. The colored
experimentassumeshatwe canseewhich of thetwo message@f ary) a particularagentreceved.
We assumehat eachagentforwardsthe rst versionreceved, ignoring subsequenteceptionsof
whatwill seenlikethesamemessagéo theagent.

In Internettraf ¢, thecreationof differentversionswill usuallybeasimplematter requiringonly
the alterationof a few otherwiseinconsequentiabits. Evenin thosecasesvherethe agentscannot
bein uenced, but only obsened, differentversionswill oftenarisenaturally(perhapsasvariations
in theheaderandwe maybe ableto take advantage.

Spectralanalysisof the colored(multi-version)scenariois exactly asdescribedn Section??,
exceptthatthe matrix entriesare -valuedvectorswhoselengthis thenumberof versiong2, for
ourexperimentsdelav). A “1” in the th coordinatendicateghatthe th versionof themessag&vas
receved.

Herearetheresultsof our experimentsfor varying and . Green(or light grey) is usedfor
the coloredexperimentsyed (or darkgrey) for the black-whiteexperiments.

Theseesultsindicatethatthe coloredvariantof themethodhasa clearadvantageovertheblack-
white variant. Thisadvantages especiallypronouncedh thesituationwherethemessagegropagate
with high probability in the population. Indeed,in the black-whitevariant,the differencebetween
the groups(for a givenmessage)vould be manifestednly if both plantedmessagekandedin the
samegroupanddid not nd their way into the oppositegroup. This is unlikely in the percolation
regime. On the otherhand,in the coloredvariant, the separatingscenariosnclude the situation
wherethe messagetandin differentgroups. Herethe groupswill seedifferentversionswith high

14



probabilities.
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Figure 10: Qualitiesof separatiorfor the black-whiteand colored percolationexperiments. The
sizesof groupsare40 and60; horizontalaxisis
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QoS, numbers of users: 40 and 60; in-group bond prob: 0.5

QoS, numbers of users: 40 and 60; in-group bond prob: 0.7
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Figure 11: Qualitiesof separatiorfor the black-whiteand colored percolationexperiments. The
sizesof groupsare40 and40; horizontalaxisis .
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13 Maintaining the Incidence Matrix

We have seentwo techniquedor the staticproblemof deducingclustersfrom a messagéncidence
matrix. However, we envision a systemwhich continuallyupdatestself with nev messagelata,and
is capableof picking up new clustersor revising old ones,asdataimprovesand/orasthe network
itself changes.

Let usconsiderrst the casewherethe network is not assumedo be changing.In thatcase
is increasingwithout boundandit becomesecessaryo keeponly the matrix andnot
thefull messag@éncidencematrix . It is truethatthe entriesof will requireincreasing
accuray if we areto take adwvantageof the data,but this requiresonly spaceO log  insteadof
linearin

But maintaining istrivially easy We merelykeeptrackof , thetotalnumberof messages
sofar seen;for eachagent , thesum ; andfor eachpair of agents , thesum

. Fromtheseparametersheusual statisticssuchasmeanandcovariance
canberecovered.

Only slightly moredif cult is theissueof a changingnetwork. Thekey is to choosea discount
factor , whichreducegheweightof adatum unitsold by . (This classicalmethodwasused
in very similar fashionto maintainweb delay statisticsin [6]). For example,if we take the unit of
time to beonedayandestimatahatday-oldmessagelatais worth only 3/4 asmuch,we would take

Thetime of lastupdateis maintainedalongwith aparameter which now measureghesum
of theweightsof all messagepreviously recorded Whenattime anew vectorX is to beentered,

is replacedvy , by X and by XX .

At regularintervals or whene&er a new partitioningof the agentss desired the correlationsare
computedaccordingto currently storeddataandthe methodsdescribedabove areappliedaccord-

ingly.

14 Summary and Conclusions

We have proposedh methodfor inferring network information,in particularclusteringof accessible
nodes,from recordsof which messagesave beenreceved by which suchnodes(agents). The
intentionis thatsuchdatabe maintainedon line, andclusteringbe deducedvhenneeded.

The amountof datarequiredis linearin the numberof agentsandessentiallyinsensitve to the
numberof messagesMoreover, asnotedabove, the datacancornvenientlybe adjustedor obsoles-
cenceincurredby time.

We have proposedwo approacheso producingthe clusters,one using spectralmethods the
othersemide nite programmingSDP).Both are polynomial-timeheuristicswhich arenot dif cult
to implementbut comewith no guaranteesOur experimentssuggesthatthe simplerspectraimeth-
odswill work well in mary casesput that the SDP approachis worth holding in resere asit is
sometimewery effective in casesvherethe spectraimethoddail.

We have concentrate@n the casewhereagentsare partitionedinto two classesnotingthatthe
methodsanbeappliedrecursvely to obtain ner partitions.However, bothmethodsanbeadapted
to producemorethantwo clustersdirectly whendesired.

The proposedmethodsreston a simple model of agentbehaior which itself is motivatedby
a bond percolationmodelfor message-passing.-he methodscanalsobe appliedwhen messages
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exist in severalversionsand,indeed,our experimentssuggesthatversionscangreatlyimprove the
determinatiorof clustersgspeciallywhenmary messageseachor exceedthe percolationthreshold
andthusexperiencewide dissemination.
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