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Bioweapons labs outed by own research 

Philip Ball 

Analysis of research record reveals hidden activities. 

 
 
Want to know whether a suspect laboratory is carrying out illicit 
weapons research? Just take a look at its publication record. 
According to US researchers, the pattern of scientific papers 
produced by a facility can give away vital information about any 
secret activities, even if these are never mentioned in the papers 
themselves. 
 
Labs involved in developing illegal chemical or biological weapons
can often appear perfectly respectable, publishing creditable 
work in scientific journals. Sending teams into such facilities to 
carry out inspections isn't always feasible, especially without 
good evidence of illegal activities. 
 
So Rich Colbaugh of the New Mexico Institute of Mining and 
Technology in Socorro and his team have devised a way to tell if 
all is as it seems by using the only information available: the 
lab's published papers. 
 
The technique relies on the idea that whenever you have a 

network of objects, such as scientific collaborations or literature citations, the way a particular 
object fits into the network can reveal a lot of information about the object itself. 
 
You can make deductions about the content of a particular web page, for example, just by 
looking at the pages it is linked to. "You can get deep information from limited observations," 
Colbaugh says. 
 
Between friends 
 
He says that because of this, laboratories doing research that is different from what they claim 
inadvertently give themselves away. His team looks at the links between co-authors of the 
lab's published output, and measures how that squares with what would be expected for the 
field. 
 
The researchers tested their method on publications from the State Research Center for 
Applied Microbiology at Obolensk in Russia from the early 1970s to the mid-1990s. This lab 
claimed during that time to be working on infectious diseases that were significant to the 
Soviet Union. But it is now known that around 1980, it began to pursue a programme of 
genetic engineering of antibiotic-resistant strains of plague and anthrax for bioweapons.

  
Scientists' collaboration networks 
could reveal secret research. 
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The bioweapons work ended around 1990, following pressure on the Soviet president at the 
time, Mikhail Gorbachev, for international inspections of such facilities. 
 
Tell-tale signs 
 
To analyse the lab's activities, the researchers first worked out what links between co-authors 
they would expect if the lab was carrying out the research that it claimed. They called this the 
'good' pattern. Then they did the same for the relationships they would expect if the lab were 
working on a suspected covert topic, producing a 'bad' pattern. Experts in biowarfare helped to
identify these 'bad' relationships. 
 
Then they compared the actual networks of co-authors revealed in the lab's papers, and 
calculated how close it was to the 'good' and 'bad' patterns. 
 
The lab's history is clearly revealed in their results.Put simply, the blue line shows how far the 
lab was from the 'bad' pattern, while the red line shows how far it was from the 'good' pattern. 
In 1980, there is a sudden shift in the graph, when the lab suddenly becomes a very good 
match for the 'bad' pattern, and a poor match for the 'good' pattern. The two measures 
converge again after 1990. 
 
It is very hard for a laboratory to hide the evidence of clandestine work, says Colbaugh, 
because the network of scientific collaboration is so complex and widespread. "They can't think 
of everything," he says. He believes that techniques like this could stabilize international 
relations by providing something akin to the detection network for verification of nuclear test 
bans. "It would increase international confidence that treaties are being respected", he says. 
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